Abstract
Introduction
As Internet-based applications continue to expand and the improvement of the function of a variety of services, web applications are developing from close to open, e-commerce and online transactions (B2B, C2C and B2C), online communities, instant messaging and other Internet-based applications are more and more rich and popular. These applications show the characteristics different from the local area network: a large number of users and can not be predetermined, users can fully interact, etc. This allows Internet users showing a social trend: the user is no longer an isolated individual from each other, but rather relies on a certain network applications, forming a complex network of relationships, a user can direct contact with thousands of other network users and have transactions with them. For example, in e-commerce activities, the remote communication between different people will be more frequent [1] .
In this case, the traditional-based registration, certification and authentication security mechanisms have not fully meet the requirements of many network applications [2, 3] , and we need a more flexible security mechanism, which is a security mechanism based on trust. Trust is considered to be more than the authorized nature of security relations between human societies, so that a stable and healthy operation, to a large extent thanks to the trust relationship between the individuals, groups and organizations. Therefore, in a large number of dynamic user-oriented open network environment, the study of the trust relationship between the trust-based security mechanisms to ensure the safe operation of distributed applications has become a fundamental topic.
Currently, most scholars have reached a consensus for the trust that trust should have three important features [4] , as shown in Figure 1 .
Figure 1. Three important features of trust
On the current study of trust, commonly used subjective measure of trust are two distinct methods: one based on probabilistic thinking of hypothesis testing in statistics, probability model with accurate information on the extraction of the trust; the other based on fuzzy theory, expert systems and artificial intelligence techniques and other methods to achieve a measure of trust. Assessment of the above two methods are not fully reflect the essential nature of trust. Subjective trust, in essence, is based on the belief that, it has great uncertainty. In the subjective, objective world, random and fuzzy uncertainties are two main forms has become the industry consensus [5] . So one of the axiomatic method based on probability theory, using probability to quantify the randomness, or based on fuzzy set theory, fuzzy mathematical tools used to determine the fuzzy value, do not achieve a comprehensive assessment of trust information.
Recent years, Cloud computing has become one of the most significant information security issues, and it involves the fields of Information Security, Data Storage, et al [6, 7, 8] . Cloud model [9] is the theory of probability and fuzzy set theory on the basis of cross-penetration, through specific construction algorithm, forming a transforming model between the qualitative concept and the quantitative. In the form of uniform Cloud model, this Cloud model will be used for trust evaluation to express trust in the existence of subjective randomness, fuzziness, and the relationship between the two. Model gives the information collection, transfer and combination algorithm in the Cloud environment, a case proves the model can get more accurate information, making the evidence of decision-making of trust-related network security much more sufficient.
The remainder of the paper is structured as follows. Section 2 describes the related works. Section 3 describes related theories, including the Clouds and the basic concepts of Cloud droplets, the numerical characteristics of Cloud and several important algorithms. Section 4 gives the Cloud-Based Weighted Trust Model (CBWT Model), including the trust information transfer and combination algorithm. Section 5 gives the experimental scenario of this model, showing that this method is effective. Finally, concluding remarks and ideas for future work are drawn in Section 6.
Related works
In the process of security issues studies in open network environment, many researchers in different contexts propose their own Cloud-based trust evaluation model.
A Cloud-based model of subjective trust evaluation is proposed in [10] . This method uses expectation and entropy of subjective trust Cloud to give quantitative evaluation over the credit of trust objects, and then design a trust change Cloud to describe the changes of the credit of trust objects, and further, to provide the basis for trust in decision-making. However, this method fails to design and validate a new credit timeliness weights, and can also promote the use of this method to other related areas have yet to be investigated.
A Cloud-based subjective trust management model has been studied in [11] . It introduces the qualitative and quantitative transform model--Cloud model to the subjective trust management study, and a new representation method of subjective trust is proposed, it preferably solves the problems of fuzziness and uncertainty in expressing trust. However, the practicality and operability of the model need to be improved.
A Cloud theory-based trust model in pervasive environment is proposed in [12] . With the qualitative and quantitative exchange model of Cloud theory, trust service selection model based on Cloud theory is proposed, and the computation, evaluation and updating methods of trust Cloud in pervasive computing services selection are given. However, the trust parameters are limited to the average sample values, can not fully reflect the contribution of each transaction.
A Cloud-based collaborative trust model for pervasive computing is proposed in [13] . The model theory learns from the concept of Cloud theory to determine the dynamic changes of pervasive computing context information, to integrate variety of risk signals, to give the definition of the "risk signal" and the "risk", and then a collaborative trust model was proposed according to "trust risk" and the Cloud-based trust model. However, the example given in the paper did not elaborate on the validity of this model.
In [14] , the Cloud model is applied in P2P networks, and a subjective trust evaluation method based on Cloud model in P2P networks is proposed. By the definitions of trust Cloud and trust level base Cloud, the method realizes qualitative and quantitative unity of subjective trust, and objectively reflects the fuzziness and randomness of trust. Then, through Backward Trust Cloud algorithm, Trust Cloud combination algorithm and similarity computation algorithm of trust Cloud, the subjective evaluation of trust and decision-making are achieved. However, the antiattack ability of this evaluation method and the transfer of the recommendation need further study.
In [15] , a trust model for P2P networks which combines the reputation mechanism and the Cloud model is proposed. Compared with the traditional model, this model can identify nodes with complex strategies more effectively, has better performance in a variety of dynamic behaviors against malicious nodes, and can identify long-term evil nodes with a small probability. However, this trust model is not added in incentives, risk factors, and how to effectively identify the authenticity of the nodes' recommendation information is also to be studied.
In [16] , a Cloud-based trust evaluation model is studied. This paper discusses the coexistence and integration of fuzziness and randomness of trust relation, analyzes the ways Cloud models describe uncertain concepts and the Cloud models transform algorithms between qualitative concepts and their quantitative expressions, and presents trust Cloud, a trust evaluation model based on Cloud theory. The trust Cloud model achieves a complete description of the concept of trust, and the trust values obtained in this model contain more semantic information. However, the evaluations of the model for all entities are equal, not matching the facts that in real life, to different people, the levels of trust are not the same. Because of this, the error of the trust information created by the model is large.
On the basis of literature [16] , we are inspired by the weighted Backward Cloud generating algorithm, and present a Cloud-based weighted trust model in this paper, aiming to reducing the error of trust information, and more in line with people's subjective ideas. Experiment shows that this method can effectively provide a basis for trust in decision-making.
Related theories

The basic concepts of Cloud and Cloud Droplet
Based on fuzzy and stochastic mathematics, Cloud model is a method to uniformly describing the randomness and fuzziness of values, and the correlation between the two. But the Cloud is a transformation model of uncertainty between the qualitative of a concept Ã and its quantitative expression, which is expressed in natural language [17] . The Cloud has the following three important properties [9] : 1) A Cloud is the distribution of a random variable X in the quantitative domain U , but X is not a simple random variable under the sense of probability, but to the any realization of X , that is U x   , x has a certainty, and the certainty is a random variable, rather than a fixed value;
2) A Cloud is formed by the Cloud Droplets, the Cloud Droplets have no order between them, a Cloud Droplet is a realization of qualitative concept on quantity, the Cloud Droplets as a whole reflect the characteristics of concept. The more numbers of Cloud Droplets, the more reflection of the overall characteristics of the qualitative concept; 3) The certainty degree of Cloud Droplets can be interpreted as the representative extent of Cloud Droplets to the qualitative concept. The greater the probability of Cloud Droplets should be greater the certainty degree of Cloud Droplets, which is consistent with people's subjective understanding.
The numerical characteristics of Cloud
The numerical characteristics of Cloud are expressed by three values: the expectation ( Ex ), the entropy ( En ) and the hyper entropy ( He ) [19] . 1) Expectation ( Ex ): The points that can best represent this qualitative concept in the domain space; it is the most representative sample point to quantify the concept.
2) Entropy ( En ): It represents a qualitative measure of particle size of the concept, usually the larger the entropy, the more macro the concept is. The entropy also reflects the uncertainty of qualitative concept, that is, the ambiguity.
3) Hyper entropy ( He ): The measure of uncertainty of entropy, it reflects the randomness of the sample that represents of the value of qualitative concept, and reveals the relationship between fuzziness and randomness As can be seen from the above definitions, the numerical characteristics of Cloud are independent of each other. Because the society and all branches of natural sciences have proved the universality of the normal distribution [18] , the normal Cloud is the most basic and the most common Cloud model. If no special instructions, they are all referred to the normal Cloud model in this paper. 
Several important algorithms of Cloud
Normal Cloud generator and Backward Cloud generator are the two most important algorithms in the Cloud model [17] 
Output
The quantitative values of N Cloud Droplets, and the certainty degree of concept Ã represented by each of the Cloud Droplets. Algorithm：
Step 1 Generating a normal random number n E ' with expectation En and the standard deviation He ;
Step 2 Generating a normal random number x with expectation Ex and the standard deviation ) (
' n E abs ;
Step 3 Let x be a specific quantitative value of qualitative concept Ã , called a Cloud Droplet;
Step 5 Let y be the certainty degree of x which belongs to concept Ã ;
Step 6 } , { y x reflects all the contents of the qualitative and quantitative transform completely;
Step 7 Repeat the first step to the sixth step, until N Cloud Droplets are produced. [17] .
Algorithm 2: Backward Cloud Generator Algorithm
Output Ex , En and He of the N Cloud Droplets.
Algorithm：
Step 1 Computing the sample mean Step 2
  x x E^;
Step 3 B n E   
Algorithm:
Step 1 Computing the sample mean Step 2 The estimated value of Ex is   X x E^;
Step 3 
Proposed Cloud-Based Weighted Trust Model (CBWT Model)
We use the formula [15] to describe the level of the degree of satisfaction, also use natural language to describe the different degrees of satisfaction.
To describe the trust relationships between entities, a five-dimensional vector P is called trust vector, it is the set of multiple evaluations to the service behaviors of target entity, which is corresponding to the scale described by satisfaction. 
The transfer of trust information
The concept of trust is the basis to understand a variety of interactions between the entities (such as humans, machines, organizations, countries, etc.) [20] . Just as [21] has pointed out, in real life, the trust generally fall into two categories: direct trust and indirect (recommended) trust, as shown in Figure 2 . In this figure, XY T is the direct trust degree of entity X to Y , and XZ T is the indirect trust degree of entity X to Z . 
The combination of trust information
Information evaluators get the trust information through different trusted-paths; they need to combine the recommended information provided by different recommenders. As can be seen from 
In this trust Cloud model, the direct trust is described the same way as the collected recommendation trust, they all use the three characteristics parameters of Cloud model as the expressions of trust.
Experiment and results analysis
This section sets an experimental scenario under open network environment, in which entities obtain the trust relationship of the assessed object. The trust evaluation process is as follows: 1) By assessing the satisfaction evaluation of the target object in a collaborative activity, obtaining the trust vector of the object; 2) Substituting the trust vector into Algorithm 2 (Backward Cloud Generator Algorithm) to get the three characteristics parameters of trust Cloud model; 3) Through the WTIT Algorithm and WTIC Algorithm, the three characteristics parameters of recommended trust information are obtained.
Experimental scenario
In a network environment, entity A wants to evaluate the credibility of a certain behavior of entity E to decide whether to carry out collaborative activities or not. Entity A needs to collect the experience information of entity E though other trusted third parties ) , , ( 
Obtaining the trust information
Substituting the trust vector into Algorithm 2 (Backward Cloud Generator Algorithm) and then get the characteristics parameters of trust Cloud between the entities with records of collaboration services. The results are shown in Table 1 .
Substituting the 6 groups of characteristics parameters into WTIT Algorithm and WTIC Algorithm, then obtains the overall trust Cloud parameters of entity A to entity E : 
Results analysis
As can be seen from the results that, the trust value of A to E is around 0.5, which belongs to the medium level in the satisfaction category. At the same time, the trust value has little fluctuation, the evaluation is stable. Compared with the results in [16] , the trust value obtained by the proposed CBWT model tends to be more realistic, and the margin of trust is smaller, the uncertainty of evaluation is also smaller. As can be seen from the above experiment, the trust Cloud model descries the trust information by three-dimensional parameters. Compared with the traditional trust model which uses single data as result of the assessment, the trust Cloud model demonstrates more of the uncertainty information of trust, which enriches the connotation of the trust. This experiment also shows that through Cloud-based weighted trust information extraction algorithm, after adding the subjective factors such as weights, the reasonable transform between the qualitative concepts and quantitative data is achieved, also more in line with people's subjective ideas.
Concluding remarks and future works
This paper introduces the Cloud model, and uses the concept of trust Cloud to achieve the transform between quantitative semantics and qualitative values of trust property. Based on this, trust Cloudbased weighted trust information transfer algorithm and weighted trust information combination algorithm are proposed, extracting the trust relationship with subjective qualitative properties from relatively accurate collaboration information. The trust Cloud model achieves the complete description of trust concept; the obtained trust information contains more semantic contents, which provides a strong basis for trust related decisions.
The next step of the research is to improve and perfect this model, and apply it to other areas, such as the P2P networks, to study on the Cloud model-based trust evaluation algorithm in P2P networks, etc.
